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(57)Abstract 

PROBLEM TO BE SOLVED: To easily specify the generation source of illegal use if 
the illegal use is found by selecting several instruction statements which exert no 
influence on the program even when rearranged, and replacing the instruction 
statements at random after inserting a calculation expression regarding a dummy 
variable to an area between the instruction statements, and saving the order of the 
rearranged instruction statements as watermark information. 
SOLUTION: The creator of the program inputs the program ID of the program, into 
which a watermark is wanted to insert, and information of users being destinations 
of the program from an input part 1 1 1. A central processing part 114 refers to 
watermark insertable area information in a watermark insertable area storage part 
116 according to the inputted program ID and sends the watermark insertable area 
information to a watermark information insertion part 1 1 7. The watermark insertion 
part 1 1 7 inserts a calculation expression regarding a dummy variable to an area 
between the instruction statements which can be rearranged according to the 
watermark insertable area information. After the calculation expression is inserted, 
the watermark insertion part 1 1 7 rearranges the instruction statements at random. 
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[0 0 0 9J #»aU:*Ht<& ra*»Lj if4, fu^fy 
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a, a*»Lttf«oa9Uit4iroteasri?5. 

[0 0 1 9] A#8U 1 1 14, a*»U*ffAUfcV^n 

^7A©y-^3- K4if^A^1-5fc«>©t©-e*> 

5. a^ai 1 214, a*»La«4^«r*a%i-5fc»!)o 

*>©-?*>*. ffi^gBl 1 314, a^L-Sr#ALfcHtT^ 
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raa> utff«j Liew&BU©^— if 1 d fcttin lt 
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[03] Hl©S;tt«B£fcl?Saa>L#A^£fltttt 
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[04] EH©Hte^fl§tt5»t5a^U#A^IB!i^ 
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*-f0T£>3. 
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h = l; 
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a = o; 
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